


Data communications is the process of using computing
and communication technologies to transfer data from one
place to another, and vice versa. It enables the movement
of electronic or digital data between two or more nodes,
regardless of geographical location, technological medium
or data contents.
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Advantages of Data Communication
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Types of Transmission Channel
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DIRECTION OF DATA

e SIMPLEX TRANSMISSION MODE
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Infor

mation Transfer Speed
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Coaxial-Cable
Microwave Transmission
Satellite Communication
Optical Fibers
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____ Standard Telephone Lines
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_____ Co-—Axial Cable
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Microwave Transmission
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m Microwave Transmission Advantages

® No cabling needed between sites
e Wide bandwidth
® Multi-channel transmissions

® Used for long haul or high capacity short haul
e Requires fewer amplifiers and repeaters

m Microwave Transmission Disadvantages
e [ine of sight requirement
e Expensive towers and repeaters
e Subject to interference such as passing airplanes and rain
e Frequency bands are regulated



Infrared Transmission
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Satellite Communication




Satellite Communication
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Fiber Optic Cable













Fiber Optic Cable

. Central Strength Member

_..Optical Fibers
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Colors are for illustration purposes only
and may vary depending on fiber types
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Advantages and Disadvantages of
fibre-Optic Cables

Advantages

Able to carry significantly
more signals than wire

Faster data transmission

Less susceptible to noise
from other devices

Better security for signals
during transmission

Smaller physical size

Disadvantages

Costs more than twisted
pair and coaxial cable

Can be difficult to install
and modifty

More expensive over
shorter distances









Definition of Computer Networks
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NETWORK

* TCTP MU H U X ¥ O[S PFYCR] Bl T8 & ol P
TR W AR AT B qAT G131, HATEA] Dl TS
SIHT B H 9eT9 Bl © |
oig— fier safe |

o fHAY MY Acdsd oI fug v & folv Uvd, Urdahdl,
ATEYH dAT WIcidhld Pl asIhdr aidl 2 |

o fawq &1 Yo H+gex dcad ARPANET |




























Protocol

-1 A protocol is a set of rules for the exchange of
data between a terminal and computer or

between two computers. Think of protocol as a
sort of precommunication agreement about the

form in which a message or data is to be sent
and receipt is to be acknowledge.




Protocols

0Sl Model TCP/IP suite

b. Presentation
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3. Network Network Layer (Internet)




TCP/IP Protocol Suite

Most widely used interoperable network protocol
architecture

Specified and extensively used before OSI
OSI was slow to take place in the market
Funded by the US Defense Advanced Research

Project Agency (DARPA) for its packet switched
network (ARPANET)

DoD automatically created an enormous market for
TCP/IP

Used by the Internet and WWW
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Network protocol operation




Metwork Protocols
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* Nodes are devices or data points on a larger
network. Devices such as a personal computer, cell
phone, or printer are nodes. When
defining nodes on the internet, a node is anything
that has an IP address.
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* A Serveris a computer, device or a Computer program that

provides functionality for other programs or devices, called
"clients”.

* This architecture is called the client—server model, and a single

overall computation is distributed across multiple processes or
devices.

* Servers can provide various functionalities, often called
"services", such as sharing data or resources among multiple
clients, or performing computation for a client.

* Asingle server can serve multiple clients, and a single client can
use multiple servers.
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Terminals
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Terminals:

A computer terminal is an
electronic or electromechanical
hardware device that is used for
entering data into, and displaying
data from, a computer or a
computing system. It is look like PC
but it has some limitation like it has
only a screen and a keyboard. The
function of a terminal is confined to
display and input of data; a device
with significant local programmable
data processing capability may be
called a smart terminal. A terminal *
that depends on the host computer | Terminal
for its processing power is called a
dumb terminal.
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NETWORKING DEVICES




‘NETWORKING DEVICES

= Network Interface Card (NIC)
= Hubs

-~ Switches
- Repeaters
.= Bridge

= Router

-~ Modem




lIcons: Cisco Products

Router- == q 100BaseT
| Colorand Workgroup Cisco B Hub
subdued Director réﬂf;rt;lggplace q UBR910
Router BT Cable
w/Silicon . Db3U
Switch Network G Software- @ CDDU
Management| — BEased Router on FDDI
Wavelength Appliance File/Application Concentrator
Router Server
Storage ' PC Adapter
Solution Card
Engine TransPath
Protocol (SSE)
Translator PC Router Bridge

~I/

Workgroup
Switch [In

CiscoWorks
Workstation

Cisco Color/Subdued SmallHub
Hub Workgroup 5 (10BaseT
Switch Hub)
Access Voice-Enabled
Server MetFlow

IOS SLB E:F Terminal

ﬁi ——— -I
Router " Server



Encrypted R5530 Serial Data

IP* Tube R5530

IP+Tube RS530

h ﬁ!!]'l‘l! .

“IP Tube

T1 CSWVDSU

FrERERRIHE

h"Q LAN « WAN = MAMN

Satellite, Wireles, Ethamat
Gigt, =Dl Lable MicCam

LAN 1

Ethernet

FEFFEFFEFE§

T1 C5UDsU

LAN 2

Ethernes



*IT TP BISAAX SIS B Sl Y DI Acdd H
FAR WITUT HRA H FeTd 99171 T |

*qeddh D I HFYSR TP ARad UIeidiad & daq
ST Ude &1 MU § 3MeH—Uard &HRd 3 |

R
g :
R S S o
- T S -3 B
- W - o 5 e
R gy Wt it i X i
- g . o3 =
T B Rl G, a2 L
G ol ] i gt~ A i) Ty
o E e ey =T
- - b e g - N ) s
- =5 e s . . e
M, 2 . 7 —.t{_ii':.'.;_:.'.{ -y
o i g
W, - ; g
. - S
. = e, L
R 7 E e e
N b
i o
i » T
S Ty 2T
i o,
A ]
L]







e
)
-
. -
)
| -
"
LLJ
O
. -
4°)
@
-
q°]
-
—
<




Satellite Receiver

Satellite Dish
cables Ethernet cable

Power For Power
computers
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Types of Network Interface Card

= Fiber-Optic Network Interface Cards wor
a Fiber-Optic cabled network.

= |Infrared networking uses infrared light to
transmit data from one device to another.

- Wireless network cards with antennas
operate on a wireless network with a

wireless hub.

= Copper wired Network Interface Cards wnrk‘-.
on coaxial cable or twisted-pair wire.
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Types of Hubs ZO0OM
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Active Hubs uses power supply and

regenerates the data (i.e.) strengthens the

signals in case of disturbances.

» Passive Hubs doesn’'t use power supply and it will not

not regenerates the data (i.e.) strengthens the signals in
case of disturbances. It is used only to share the physical

media

=« Intelligent Hubs are sometimes called as smart hubs.
These devices basically function as active hubs, but also

include a microprocessor chip and diagnostic capabilities

| and are useful in troubleshooting situations.




@ A network switch is a computer networking device that

is used to connect devices together on a computer
network by performing a form of packet switching.

@ A network switch is considered more advanced than a
hub because a switch will only send a message to the
device that needs or requests it, rather than
broadcasting the same message out of each of its ports.
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The Seven Layers of OSI

User

Transmit Receive
Dala  Application Layer o
Session Layer
Transport Layer

— Physical Link —



Switch FA®19).Y% |
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« It is Datalink layer device (Layer 2)
« Its is An Intelligent device

It works with Physical addresses (i.e. MAC addresses)
« It works with fixed bandwidth

« It works with Flooding and Unicast

« It has 1 Broadcast domain and Number of Collision

domains depends upon the number of ports.

e« It maintains a MAC address table
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Types of Switches Z0O0M
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Manageable switches

On a Manageable switch an IP address can be assigned

and configurations can be made. It has a console port.

« Unmanageable switches

On an Unmanageable switch configurations cannot be
made, an IP address cannot be assigned as there is no

console port.
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HUBS VS SWITCHES

Layer

Forts

Device Type

Data
Lransmission

Security
Table

Transmission
Mode

Broadcast

Hub

Layer 1 dewvices of the OS]
model.

4/12 ports
Fassive Device (Without
Software)

Electrical signal or bits

Mo privacy

Cannot learn or store MAC
addresses.

Half duplex

Hub has one Broadcast Domain.

_Eﬁitch——PcL

PC? BPCI PCd

Switch
Layer 2 of the OS5 model.

24 /48 ports
Active Device (With Software)

Frame (L2 Switch) & Packet (L3
swWitc h)

More secure

MAC address table is key factor in
Switches

Half /Full duplex

Switch has one broadcast domain



Network Devices & OSI| Layer

Association
OSl Layer Layer Name Devices
4-7 Transport, Session, Multi-Layer Swtich
Presentation Application
3 MNetwork Routers, Layer 3 Switch
2 Data Link Switches, Bridges, NIC's
1 Physical Hub or Layer 1 switch







An Ethernet Bridge Connecting Two Segments
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Wireless and Power-line bridges

= Power-line bridge

-4 Used to penetrate a
wireless network that is
otherwise difficult to

penetrate

Wireless bridge

— Used to connect two or
more wireless networks
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Bridges

Bridges are devices that allow you to segment a large
network into two small, more efficient networks.

A bridge monitors the information traffic on both sides of
the network so that it can pass packets of information to the
correct location.

The bridge can inspect each message and, if necessary,
broadcast it on the other side of the network.

Bridges can be used to connect different types of cabling as
long as both networks are using the same protocol.

Works at the Data link layer or Layer 2 of the OS]l model

A bridge is sometimes combined with a router in a product
called a Brouter.



Characteristics of Bridges

Routing Tables

— Contains one entry per station of network to which bridge
iIs connected.

— Is used to determine the network of destination station of
a received packet.

Filtering

— Is used by bridge to allow only those packets destined to
the remote network.

— Packets are filtered with respect to their destination and
multicast addresses.

Forwarding

— the process of passing a packet from one network to
another.

Learning Algorithm

— the process by which the bridge learns how to reach
stations on the internetwork.



-

F

F

NETWORK BRIDGE

A network bridge connects multiple network segments at the data link laver
(laver 2) of the OSILmodel.

Bridges do not promiscuously copy traffic to all ports, as hubs do, but learn
which MAC addresses are reachable through specific ports.

Once the bridge assoclates a port and an address, it will send trafTic for that
address only to that port.

Bridges do send broadcasts to all ports except the one on which the broadcast
was received.

Bridges come 1n three basic types:

Local bridges: Directly connect local area networks (LANS).

Eemote bridges: Can be used to create a wide area network (WAN) link
between LANs. Remote brnndges, where the connecting link 15 slower than the
end networks, largely have been replaced by routers.

Wireless bridges: Can be used to joan LANS or connect remote stations to
LA Ns.




Advantages And Disadvantages Of
Bridges

 Advantages of using a bridge
— Extend physical network
— Reduce network traffic with minor segmentation
— Creates separate collision domains
— Reduce collisions
— Connect different architecture

* Disadvantages of using bridges
— Slower that repeaters due to filtering
— Do not filter broadcasts
— More expensive than repeaters



Bridge Vs Switch

Bridge

Bridges are software
based

Bridges have low port
density

Generally used for
connecting two
different topologies

(Segments)

ZOOM

TEeEtsHMNLN X sliES
Switch

Switches are hardware

based

Switches have high
port density

Generally used for

connecting single

topology (Segment)




Comparison
Hub vs. Bridge vs. Switch

« Hub is really a repeater
« A message sent by one host is sent to all other hosts.

«  One of the simplest ways to create a network.
Hub

« Bridge is a more intelligent form of Hub
« Packets are processed based on MAC

Hub Hub
address (Hardware Address) inside the
incoming packet. ~ =

Bridge |

e Switch = Bridge with more than 2 Ports

« More scalable and practical
— Bridge is not very useful for end-computing devices

— Hubs cannot handle large data traffic ; /
- Switch </

WWW.INNervoice.in




Devices and Layers

LAYER 3
(Network Layer)

ROUTER

LAYER 2

(Data Link Layer) SWITCH , BRIDGE

LAYER 1

(Physical Layer) HUB
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Repeaters




Antenna Mounted at 30ft

()

Send on RPT
RX Frequency

Repeater retransmits,
extending range

Repeats another
10 Miles

=}

Remote Mobile Radio with Cross Remote
Handheld Band Repeater Functionality Handheld




Repeater

1)

Mo signal through
the hill

Communication only possible by bouncing the signal through the repeater



Routers & Gateways
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CEVEL

Gatekeeper

Dialogic® 2000 SIP Base Station
Media Gateway Series

SIP Application Server Desktop with Microsoft®

Legacy PBX (UM, CC, IVR, etc.) NetMeeting or Other
Soft Client
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TYPES OF NETWORK



TYPES OF NETWORK

* LAN (Local Area Network)
Within a campus. <500 Mtr.

* MAN (Metropolitan Area Network)
Between Two Cities

* WAN (Wide Area Network)
Between Two Countries



TYPES OF NETWORK




TYPES OF NETWORK

 PAN (Personal Area Network)
Within a Home, Office or Building < 500 Mtr.
 CAN (Campus Area Network)
Within a Campus or < 500 Mtr.
 LAN (Local Area Network)
Between Campuses in City
e MAN (Metropolitan Area Network)
Between Two Cities
 WAN (Wide Area Network)
Between Two Countries



LAN — Local Area Network




LAN — Local Area Network
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LAN — Local Area Network

* Alocal area network (LAN) is a group of computers
and associated devices that share a common
communications line or wireless link to a server.

* Typically, a LAN encompasses computers and
peripherals connected to a server within a distinct
geographic area such as an office or a commercial
establishment.
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Local Area Network
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Personal Area Networks (PAN)

A personal area network (PAN) is a computer network used for
communication among computer devices, including telephones and
personal digital assistants, in proximity to an individual's body.

The devices may or may not belong to the person in question. The
reach of a PAN is typically a few meters.

PANs can be used for communication among the personal devices
themselves (intrapersonal communication), or for connecting to a
higher level network and the Internet (an uplink).

Personal area networks may be wired with computer buses such as
USB and FireWire.

A wireless personal area network (WPAN) can also be made

possible with wireless network technologies such as
IrDA, Bluetooth, Wireless USB, Z-Wave and ZigBee.
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Personal Area Network




Campus Area Network

A Campus Area Network (CAN) is a computer
network that links the buildings and consists of two or
more local area networks (LANs) within the limited
geographical area.

* |t can be the college campus, enterprise campus, office
buildings, military base, industrial complex.
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Campus Area Network
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Campus Area Network




WLAN — Wireless Area Network
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Wireless Technology
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How Wireless Technology Tranforms the Workplace




WLAN — Wireless Area Network

« W.i-Fi (Wireless Fidelity): Based on standard that
transmits at up to 11 Mbps

« Computers on W LAN must have wireless network
interface cards (wireless NIC or Wireless
adapter)

— Performs same basic functions as standard NIC,
plus more

« Access point (AP): Transfers signals between
wireless NICs

« Patch cable connects AP to wired LAN or Internet



Wireless LANs: Characteristics

]
O Types
Infrastructure based

Ad-hoc

o0 Advantages
Flexible deployment
Minimal wiring difficulties
More robust against disasters (earthquake etc)

Historic buildings, conferences, ...

0 Disadvantages
Low bandwidth compared to wired networks (1-10 Mbit/s)
Proprietary solutions

Need to follow wireless spectrum regulations



Advantages of WLAN

Productivity, convenience, and cost
advantages

# Installation speed and simplicity.

# Installation flexibility.

# Reduced cost-of-ownership.

#= Mobility.

» Scalability.




Disadvantages of WLAN

Cost
& Wireless network cards cost 4 times more than wired network
cards.
# The access points are more expensive than hubs and wires.
Signal Bleed Over
® Access points pick up the signals of adjacent access points or
overpower their signal.
Environmental Conditions
# Susceptible to weather and solar activity.
e« Constrained by buildings, trees, terrain.
Less Capacity
e Slower bandwidth.

@ [.imit to how much data a carrier wave can transmit without

lost packets impacting performance.



Wireless Local Loop
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Wireless Local Loop
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* A metropolitan area network (MAN) is
a network that interconnects users with
computer resources in a geographic area

* or region larger than that covered by even a
large local area network (LAN) but smaller

than the area covered by a wide area
network(WAN).
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Metropolitan Area Network-MAN
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ADVANTAGES OF MAN

DISADVANTAGES OF
MAN

+~ It provides a good back
bone for a large network
and provides greater access
to WANSs.

~ The dual bus used in MAN
helps the transmission of
data in both direction
simultaneously.

« A Man usually encompasses
several blocks of a city or
an entire city.

+~ More cable required for a

MAMN connection from one
place to another.

= It is difficult to make the

system secure from hackers
and industrial espionage
(spying) graphical regions.







 World wide Interoperability for Microwave
Access

e JT Th fSfTcd TR AR YoTTeil 2 |

* Jg dh-Idh 99T hadcd & 75 MB /Adhs dieds WS
JgT HRdl 2 |




I what is WiMAX 7?7 d

WilmA X

| O WiMax (Worldwide Interoperability for
Microwave Access) Is a wireless
broadband technology, which supports
point to multi-point (PMP) broadband
Ireless access

Based on Wireless MAN technology.

L WiMax is basically term for Standard
IEEE 802.16



Example of wimax Network
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How Wimax works?

<A WIMAX tower station can connect directly to the Internet
using a high-bandwidth, wired connection (for example, a T3
line).

“+* It can also connect to another WiMAX tower using a line-of-
sight, microwave link.

“+*This connection to a second tower (often referred to as
a backhaul), along with the ability of a single tower to cover up
to 3,000 square miles

It allows WiMAX to provide coverage to remote rural areas.




Need for new Technology...

(1 The high speed of broadband service.
Wireless rather than wired access .

it would be a lot less expensive than cable or DSL

1 Much easier to extend to suburban and rural
areas

(ABroad coverage like the cell phone network
instead of small WiFi hotspots




A WiMAX tower

(dlItis similar in concept to a cell-phone tower .

JA single WiMAX tower can provide
coverage to a very large area —
as big as 3,000 square miles

(—~8,000 square km).




Types of WIiMAX

Mobile

Portable i\

"Wireless ADSL”

Mobile WiMAX

Fixed WiMAX
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WIRELESS TECHNOLOGIES

Local Area Personal Area
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INTRODUCTION

WAN is a network that spans large
geographical locations, usually to
interconnect multiple Local Area

Networks (LANs). The practical

definition of a WAN is a network

that traverses a public network or
. commercial carrier, using one of

several WAN technologies.
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Wide Area Network
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Wide Area Network

Wide area network



Wide Area Network







Wide Area Network
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Wide Area Network

Corporate
Headqguarters

™
Central office

-

Satellite

. @ﬁ]

Enterprise

Emergency Response

Business
Continuity

Data/Internet

-

Client Server



'

F
Internmet

Corporate HQ
Ao
Control Center
Existing VPN
Router
IPSec VPN
Tunnel

~ aenememaenE 9
O

>

o

Q

2

D m
L <
. -

<L

Q

d -

= ;

= ;

Oil Tanker

BANDIT 2




COMPARISON OF
LAN, MAN AND WAN

Critera AN IMAN  |wAN
(P || PR | W | ;- W———
Cost Lo High Higher
MNebhwork size small Large Largest
speed Fastest Slow slowest
Transmission media type Twisted pair Twisted pair and fibre- Fibre-optic, radio and
aptic cables satellife

NMumbers of computer smallest Large largest



Network Topology
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* Network topology is the arrangement of the
various Computers or elements (links, nodes,
devices etc.) of a communication network.

* Network topology is the topological structure of
a network and may be depicted physically or
logically.
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Fully Connected Network Topology

Mesh Network Topology

Common Bus Topology
Ring Network Topology



Bus Topology
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Ring Topology

Ring
Topology




Ring Topology
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Mesh Topology
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Star Topology
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Star Topology
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Tree Topology
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HYBRID TOPOLOGY
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Modulation

Modulation Signal

Carrier Signal

Modulated Carrier Signal
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1. Amplitude Modulation - 3™ Higw™
2. Frequency Modulation - 3T Afgete
3. Phase Modulation - Higal =R
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___ Data Transmission Service
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Data Transmission Service

* Dial up line
* DSL -Digital Subscriber Line
* Leased Line



Dial up line
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Dialup Line Connection
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~ DSL-Digital Subscriber Line
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DSL - Digital Subscriber Line
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* An Internet Leased Line is usu
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which offers direct connectivit

» This is done by connecting the nearest service provider
nodal point and the customer premises with a
dedicated copper line, optical fiber cable, radio links
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ISDN - Integrated Services Digital Network
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